CORE Setting up Two-Factor Authentication in
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In the Apple App
Store or Google
Play Store, search
for the Google
Authenticator
mobile app

— Apple Android
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After downloading the app,

log into your ELMS account

from your laptop or desktop
computer.
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o 1. Open the Google Authenticator App, press
55 57 the Plus button in the bottom right corner to
231563 add your ELMS account.

https://rxpreceptor.com (CORE-ELMS-
442 617

https://rxpreceptor.com (CORE-ELMS-

854 835
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2. Scan the QR Code with your phone’s
camera found on your ELMS login page, or
enter the “Secret Key” provided on the
ELMS login page.
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e A new account for ELMS will populate containing a 6-digit
code which refreshes every 30 seconds.

e Enter the code provided from the Google Authenticator
App into ELMS to active the Two-Factor Authentication.

e Make sure you enter your code before it expires!

@ MFA Configuration

., L

with the google E .Hlﬁ ¥
authenticator app installed * K=, T

on your device: el m

3

Scan this QR code (barcode)
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Going forward:
e Loginto ELMS as you normally would
e The screen below will appear after logging in with your username

and password.
e Use the Google Authenticator App to generate your code to enter

into ELMS.

CORE

ELMS

Please enter the 6-digit password from the google authenticator app or other compatible app.
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To use on computer/laptop:
e Download “Authenticator’” Google Chrome Extension from the
Google Chrome Web Store by clicking Add to Chrome

4

o] Authenticator
oA & Offered by: authenticator.cc
Authenticator Authenticator generates two-factor authentication codes in your browser.
iia ol Y % % K A 1,531 Productivity

£~ chrome web store o]

Home > Extensions > Authenticator

E? Authenticator
o &

Offered by: authenticator.cc

Y % Y & K 1531 | Productivity | & 2,000,000+ users

@ Runs offline

D ——
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To use on computer/laptop: e
e Once itis added as an extension, you will ¢ * A“‘“e""“‘}'“ 4
find the logo in the top right corner of your
Google Chrome page P
e Click the extension and then the square No accounts to display. Add your fis

account now. Learn more

box in the top right corner to add your
ELMS Account

il
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e You will be prompted to capture your QR code from ELMS.
e Do so by clicking and dragging your mouse over the QR code in

ELMS to add your account to the authenticator
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e Enter the six digit code SN ORERA R
found when clickingon ="

the authenticator. You
have now set up 2FA

on your ELMS
account.

You can also enter this
secret key into the google
authenticator app if your

device does not have a
working camera:

Enter the 6-digit passcode

displayed in the app to
activate:

p
e

TFGLLMHCDI7PAHDY
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e In the future, after entering your username and password, click the
authenticator extention to get your six digit code to enter to login

O Authenticator =4
https:/ir<preceptor.com

®
533090 CORE
CORE-ELMS-allytester 4

ELMS

Please enter the 6-digit password from the google authenticator app or other compatible app.

Password: [Enter your password fronﬂﬂ’
Login to CORE ELMS

e
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You have set up Two-Factor
Authentication for ELMS!




